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Replying to @redteamwranglet

Explain how BGP explodes. You can’t.
Because it’s impossible.

1:10 PM - 30 Jun 2019



Route leaks
and hijacks

;L'. Jerome Fleury July 9, 201 9

@Jerome_UZ

Today's BGP horror is Etisalat hijacking
11.11.11.0/24 (DoD) for an entire month
(removed today), with their transit Sparkle
AS6762 happily accepting it even though
there's no route object, and redistributing to
the elite club of Tier1. Credit @tstrickx
stat.ripe.net/widget/bgplay#
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So Airtel AS9498 announced the entire IPv6
block 2400::/12 for a week and no-one
notices until @tstrickx finds out and they
confirm it was a typo of /127. Below is
@GTTCOMM happily accepting the prefix.
The state of routing security is ..
stat.ripe.net/widget/bgplay#

BLOG WHAT WE DO SUPPORT COMMUNITY DEVELOPERS

CLOUDFLARE

How Verizon and a BGP Optimizer
Knocked Large Parts of the Internet
Offline Today

24 Jun 2019 by Tom Strickx.
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Massive route leak impacts major parts of the
Internet, including Cloudflare

What happened?



Cloudflare
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https://blog.cloudflare.com/how-verizon-and-a-bgp-optimizer-knocked-large-parts-of-the-internet-offline-today/



https://blog.cloudflare.com/how-verizon-and-a-bgp-optimizer-knocked-large-parts-of-the-internet-offline-today/

What Verizon did wrong?

They did not use prefix limits
No IRR-based filtering
No RPKI-based filtering i.e. Origin Validation

Leaking router

:
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shoud be announced
by Cloudflare Verizon

No more-specific Prefixes from Cloudflare

should be going via specific

104.16.16.0/21 providers (and not the leaking
@ \_/ rOUter)

https://blog.cloudflare.com/how-verizon-and-a-bgp-optimizer-knocked-large-parts-of-the-internet-offline-today/



https://blog.cloudflare.com/how-verizon-and-a-bgp-optimizer-knocked-large-parts-of-the-internet-offline-today/

What |S RPKI? Public repositories

Member Authentication e

BGP Router



Size doesn’t matter,
performance does!
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Internet traffic measurement - Why?

- What iS the dela |ike? AO BF CD CI CM ET GA GHMU NG SO KE TZ UG BJ DZ EG LY MA SC SN TN SD LS MWMZ ZA ZMZW RE RW
y - Ango|a(Ao)-'1_|".—Fl||||||| TR T T T T T 7! 500
Burkina Faso (8F) |- il
O - O
450

DR Congo (CD)
O ||
& | l

-  QoE/QoS by end-users e =
i} ---l . '’ & i L-

Cameroon (CM)
H EE H

. Djibouti (DJ)
- Which route? gesin

HE
() |

Ghana (GH)
0

400

. - Mauritius (MU)

- DNS Resolution time Nigera (10
Somalia (SO)

Chad (TD)

- Throughput o 12
g p Tanzania (TZ)

Uganda (UG)

Benin (B))

Algeria (DZ)

Egypt (EG)

Libya (LY)

Morocco (MA)

\4 v2 v3 v4 Seychelles (SC)
Sudan (SD)

Senegal (SN)
Tunisia (TN)

Lesotho (LS)
Malawi (MW)

350

300

4250

-4 200

Q’
Mozambique (MZ) l ||
South Africa (ZA) |

Zambia (ZM) il [ | ]
Zimbabwe (ZW) |

Réunion (RE) W & | ] | ]

Rwanda (RW)

150

100

ol T 1 [ gl U T Ul Tiamle T 1 T T ot T 1 piw 1

o
]
L
H
| SISO TSNS BTSN Y T

50

Anchor



RTT Measurements
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Questions?

rpki-help@afrinic.net

irr@afrinic.net

atlas@afrinic.net
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